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Conformance TestDH|H

Implicit, Hybrid] (OP-redirect_uri-NotRH

.I-__égends

The test has not be run

Discovery Success

. @Publishes openid-configuration dif |#

Warning, something was not as expected

Failed

Dynamic] (OP-Discovery-Config)

The test flow wasn't completed. This may have been expected or

Keys in OP JWKs well formed [C{

' not

JWKs)

Signals the fact that there are trace information available for the test

. @Verify that claims_supported is pu

Discovery-claims_supported)

. @verify that jwks_uri is published [Config, Dynamic] (OP-Discovery-
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Implicit, Hybrid] (OP-redirect_uri-NotReg)

Discovery
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Conformance TestDH|H
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OpenlD DO penlD Foundation - Current Working Groups - Specs & Dev Info -

OpenlD Connect FAG and Q8As

« OpenlD Cerdification

OpenliD Certification

The CpenlD Foundation enables implementations of to be cerified to specific conformance profies to promote

nteroperabilty among implementations. The foundation’s cerification process utilizes self-cerdification and & conformance test suite developed 0 ID-
by the foundation. Cerified implementations can use the “OpenlD Cerified” cerification mark. These resources are available to those pen
considering or seeking cerification:

.

) sk 11/2Conf Profil

+ aits AE Lonrormance r¥roriie

= OpenlD Cerification of Conformance 3 \} \3 ~ XY

= Attestation Statement (used with Chn Co nfo rma nce Testmnab‘g Ij / D — ht“ % 5
.

.

.

These implementations have been granted cerfications for thesa.s

Cirganization Implementation OF Basic ‘ OF Hybrid OFP Config \OP Dynamic
MG 5-RI ThemiStruct |[dentity Platform w

-

Ll

Dominick Baier & Brock Allen IdentityServerd v1.4
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OpenlD DO penlD Foundation - Current Working Groups - Specs & Dev Info - OpenlD Connect FAQ and Ci8As

~

« OpenlD Cerdification

OpenliD Certification

he OpenlD Foundation enables implementations of to be cerdified to specific conformance profiles to promote
nteroperabilty among implementations. The foundation’s cerification process utilizes self-cerdification and & conformance test suite developed 0 ID-
by the foundation. Cerified implementations can use the “OpenlD Cerified” cerification mark. These resources are available to those pen
considering or seeking cerification:
* Conf fileDERHTETHIER
: onformance ProfileDiEBMN TS D
L]
= OpenlD Cerdification of Conformance
* Aftestation Statement {re= gl D geain Ol geat 5

+

These implementations have been granted cerifications for these conformance profiles:
Organization Implementation OF Basic OP Implicit OP Hybrid OF Config OP Dynamic
AuthD AuthD

-

Dominick Baier & Brock Allen IdentityServerd v1.4
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3.1 OpenlD Provider Conformance Profile Definitions
The following table specifies the protocol features included in the OpenlD Provider conformance profiles defined above. It also |
in the OpenlD Provider test suite at http://op.certification.openid.net/ that are used to test those features.

Conformance Feature Information OP Conformance Proi

Feature Name Conformance Test Name Test ID Basic Implicit Hybrid {
Response Type & Response Mode

Support code response_type Request with OP-Response-code Y
response_type=code
Support id_token response_type Request with OP-Response-id_token Y
response_type=id_token
Support id_token token Request with OP-Response-id_token+token ¥
response_type response_type=id_token
token
Support code id_token Request with OP-Response-code+id_token y
response_type response_type=code
id_token
Su - — —
resp Conformance ProfileEB[CEREN357X FOAR
TORETT
Support code id_token token Request with OP-Response- y
response_type response_type=code code+id_token+token
id_token token
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reached

=1 no err > SHOULD ZEDEREHICEEHICANTSL

Support id_token_ hint request
parameter

Support login_hint request
parameter

Support ui_locales request
parameter

Support claims_locales request
parameter

Support acr_values request
parameter
0OAuth Behaviors

OAuth state request value
returned in response

Reject second use of
Authorization Code

Using prompt=none with

user hint through
id_token_hint

Providing login_hint

Providing ui_locales

Providing claims_locales

Providing acr_values

Trying to use

OP-Reqg-id token_ hint

OP-Reg-login_hint
OP-Reqg-ui_locales

OP-Reqg-claims_locales

OP-Reqg-acr_values

VerifyState()

OP-OAuth-2nd

authorization code twice

should result in an error

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved.
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SHOULD

no err

no arr

no arr

no arr

Warning
if under
30s

SHOULD

no err

no err

no err

no arr

SHOULD

no err

no err

no err

no err

Warning
if under
30s
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https://openid.net/certification/testing/

| OpenlID

The first ool

configuratio g

o f & o

OpenlD Foundation - Current Werking Groups - Specs & Dev Info -

» Conformance Testing for OPs

Conformance Testing for OPs

This page describes how to run conformance tests and gather testing results.

Establishing Your Testing Configuration

dder tests is to decide which conformance profiles you plan to test. Then you establish

Most OPs will test the Basic profie and many will also test the Implicit and Hybrid profiles. You can switch between the
response_type values that these profiles use dynamically while testing.

Most OPs wil also test the Config profile, which tests your discovery information published at your .welFknown/openid-

-e 4 R T T L T L oL i O T o) P e 4o doad ek e do dbac |nm

Search for:

DpenlD Connect FAQ and Q&A=

News Archives

Mews Archives

Select Month

Categories

Categornies

Select Category

[

=

Some OPs
You can't s
Most OPs w
Basic profilg
dynammically
You need b
ui_locales 4
WebFinger

H Tesung 3il"lf;|.J"ﬂ'|. on on the host op.cerhc:

roland. hedberg@umu.se.

Ay

e ——
Your testing site will be at a URL like https:/iop.cedification.openid.net:61234/, but with a different port number.

Running Tests and Viewing Results
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OpenlID Connect Provider Certification

This is a tool used for testing the compliance of an OpenlD Connect Provider with the
OpenlD Connect specifications. In order to start testing you need to configure a test
instance. Enter the issuer URL to the OpenlD Connect Provider you want to test.

Issuer URL m

(without .well-

known):

Issuer URLDESTE

https://op.example.com /oidc/.well-known/openid-configuration
T IRWEBDIET(RED" /" (33D TERLS TEOK)

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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Issuer URL https://c m

(without .well-

known):

New test instance

Enter a ID for the new test instance. When configured the test instance will appear in a list
above which will contain all existing test instances. It will then be possible to continue
using an existing test instance later on or reconfigure it if needed.

technight] I Create new confi

Ubload confiauration

Test InstanceIDZ A
{ERRD\TE T 9 D EA AL > ADMRAEEE HH (CER

—_— /a1 2 224M | RR4M !
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Issuer URL NUDS /e

(without .well-

known):

Existing test instances

Instance ID Port

technight { # Reconfigu & Download CRestart = Go to testinstance =

New test instance

Enter a ID for the new test instance. When configured the test instance will appear in a list

BlCEiIxSN TS
sEDEIEPTA MHHICEETE S
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YIRAESE (Provider)
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OpenID Connect Provider Certification - Test
Instance Configuration

Provider configuration

Provider configuration:

Does the OP have a .well-known/openid-configuration endpoint? v

Well-knowI > RRkA1 > FOBHEEHESE yes/no

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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Openl|D Connect Provider Certification - Test
Instance Configuration

Provider configuration

Provider configuration:
Does the OP have a .well-known/openid-configuration endpoint? yes v
What is the issuer path for this hitps://z

configuration information? *

* Required fields

<Issuer URL>/.well-known/openid-configuration
THREMT T (yesDIHFR)
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Openl|D Connect Provider Certification - Test
Instance Configuration

Provider configuration

Provider configuration:

Does the OP have a well-known/openid-configuration endpoint? no v

Add static provider metadata field

authorization_endpoint *

New element: Added elements:

id_token_signing_alg_values_support Add

ThehoDIEE%Z#IRUTIEZ A D
(NnoDIZT)

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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Static metadata fields

Mark the fields you want to show on the config page

.} acr_values_supported

authorization_endpoint *
check_session_iframe
claim_types_supported
claims_locales supported
claims_parameter_supported

claims_supported

display values sunporied

RRIDIEEDIETE
(NnoDIZTR)
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OpenlD Connect Provider Certification - Test
Instance Configuration

Client configuration

Client configuration:

Do the provider support dynamic client registration?  yes v
Which subject type do you want to use by default?: | public ~

Which response type should be used by default? | code v

Dynamic Client Registrationh‘d3 $15& (yes)
FCADEAE

foatiirac- Frirrnentad IWAFT
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OpenlD Connect Provider Certification - Test
Instance Configuration

Client configuration

Client configuration:

Do the provider support dynamic client registration? no v

Redirect uris https://op.certification.openid.net:60 fauthz_cb
Clientid *

Client secret *

Dynamic Client Registrationh'#(\i5&(no)
Client ID/Secret’Z% ULTAZR Redlrect URI(SIEHAEND

LALLM =A™ ) UJ\.’U\ y'.l\.l A yV\. nw LAV Woe U’ A=A A= A= L LU A~ ) g ) )
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Clientid *
Client secret *

* Required info

Which subject type do you want to use by default?: | public ~

Which response type should be used by default? code v
O Select JWT signed with "None" algorithm (Unsigned)
supported v JWT signed with algorithm other than "none”
features: Encrypted JWT

5 J # )L b@Dsubject type&response typeZ %iE
XU TWBIWTORER ZESE

- W T T puo B e ais
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supported ¢ JWT signed with algorithm other than "none”

T A MH®Drequest parameterz s%iE

T TSt SPECIC TEqUesT parameters.,
o Login hint E.g. bob@example.com
O Ul locales E.g. ense

© Claims locales E.g. ense

© Acr values Eg. 21

o Webfinger url https://example.com/bob
o Webfinger E.g. bob@example.com
email

 proveus | swnt

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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Save configurations

The configuration information will now be stored on the server. Do you want to
continue?

Note: If the configurations are stored and the test server starts correctly you
wiil be redirected to the test server,

q -
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h-f\.HIHIIHLIUl P e R IUHUIIH\-‘ Tl e R

You are testing using:

P e e

I--"l-dll:j\-l"

Basic (code)
Dynamic discovery
Static registration

Conformance TestBHD1 > ASF X
RPEUTEIVWTCEM{EZIER LTSNS

crypto support ['sign’

If you want to change this you can do it here

Chose the next test flow you want to run from this list:

Response Type & Response Mode

“ @Authorization request missing the response_type parameter [Basic,

Implicit, Hybrid] (OP-Response-Missing)

" @F&equest with response_type=code [Basic] (OP-Response-code)

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved.
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Discovery

@F’ublishes openid-configuration discovery information [Config,

Dynamic] (OP-Discovery-Config)

@Keys in OP JWKs well formed [Config, Dynamic] (OP-Discovery-

JWKs)

@Verify that claims_supported is published [Config, Dynamic] (OP-

Discovery-claims_supported)

@Verify that jwks_uri is published [Config, Dynamic] (OP-Discovery-

el Discovery®F A M\ —&S 2T )IiIZDT
NHTDTRA FDIBSEARAX

request_uri Request Parameter

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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Discovery

OF’ublishes openid-configuration discovery information [Config,

Dynamic] (OP-Discovery-Config)

JWKs)

OKeys in OP JWKs well formed [Config, Dynamic] (OP-Discovery-

OVerify that claims_supported is published [Config, Dynamic] (OP-

Discovery-claims_supported)

OVerify that jwks_uri is published [Config, Dynamic] (OP-Discovery-

Jjwks_uri)

IERE(CEMFI D ExICIRD
(X 2BRICT ZOHERI LR & (CEESER)

request_uri Request Parameter

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved.
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Discovery

OPublishes openid-configuration discovery information [Config,

Dynamic] (OP-Discovery-Confi

OKeys in OP JWKs well formed [Config, Dynamic] (OP-Discovery-

JWKs)

CODRY > &Rd LTOIL IR TES

OVerify that claims_supported is published [Config, Dynamic] (OP-

Discovery-claims_supported)

Jwks_uri)

OVerify that jwks_uri is published [Config, Dynamic] (OP-Discovery-

request_uri Request Parameter

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved.
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Test info

A MDIFHR(EITIE - X h&F)

Profile:{ openid—configuration” ‘config’, ‘response type” ‘code’, ‘crypto” ‘sign’, ‘registration” 'static’}

Timestamp.:2016-12-12T08:42.082

Test description: Publishes openid—configuration discovery information [Config, Dynamic)

Test ID: OP-Discovery—Config
Issuer: https.//:

Test output

After completing the test flow:__
[check-http-response]
status: OK

> A NEESORE—H

description: Checks that the HTTP response status is within the 200 or 300 range

__X::::: END ====

Trace output

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved.
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Trace output

0.000323 ------------ Discove ryRequest —————————— -
8 .000336 Provider info discover from "https://
1.

000342 --> URL: https://
020230 ProviderCont igurat ionResponse: {

acr_values _supported”:
“default”

author|zat|on _endpoint ”: https:ff
clalms_parameter supported false,
“claims supported

“email”,

famllyName ,

“givenName”

end _session_endpoint”: “https://

grant _tvpes Supported
authorlzatlon code”,
“implicit”

*id token signing alg values supported”:

"RS256”

:tseuer :, https: /L0

i Y " Ll ] 11 al

[

EEFEOUITIABRELV AR R

wel | ~known/openid-conf igurat ion

FARRIRY ~0 WRE I P k. I | 1.7

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved.
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subJect _types_supported”: [
“public”

"+ oken _endpoint”: “https://

token _endpoint auth _methods _supported”: [
“client _secret ba8|c ,
“client _secret _post’

userlnfo endp0|nt “https://
“version :

1
1.999861 JWKS: {
“keys": [

:alg AaEEQSB",
:tid ”EéﬁérLZGSgFSjairIWgsyzkIY3chRTdoKDngZEx80",
V
"n”: “OMJoi jhleV0 i Z7e jFaeu5SAXC2SeA4hMGXSC_ET14-Lh3E2eWBPT jor3STIT_cEgHiakRf 3HovekAd7 dapfR6ZoBNxY rily Tt52aSUul HoM1;

} USG " Slg

]
}
2.012045 ==== END ====

Result 7 X FORE

PASSED
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ERRDTA B
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KRERICIPNWTHBITA B

O OP-Discovery-Config

>  Well-knownZZER(CINWTHD

O OP-Discovery-JWKs

> Baseb4urlT> 00— REFDCERICTS—ZFELTHD

O OP-Response-code

> BEOLIS—U—ANMFEIDIHEZRTHD

O OP-scope-email, phone
> noerrCRVWI—XZRTHD

O OP-redirect_uri-NotReg

> L ARANRD TSRV —XEZBTHD

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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OP-Discovery-Config (—&2ahb»3\WFX hr—X)

O Well-knownI> Rk > &I T
ERICOT xR THD

> #EER(F40-42RXR—=DED
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OP-Discovery-JWKSs (fHRIS—%2BULTHB)

O Well-known @& (C jwks_uriZ 0[] <

T A
> Base64urII/:I R UTckeyZziREI I ANE
> Baseb4T > 11— RTEXRUEEDZZIET D

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14 46



Test output (ﬂ%IEEﬁ) Base641 > _1— I< l./k.-. key,&‘ﬂfﬂ

Ltfter complet ing the test flow:i__
Twverify-haseBdur! ]
status: ERRCH

description: Verifies that the baseBd encoded parts of a WK is in fact baseBdurl encoded and not just baseBd encoded

info: "n’ not baseBdur| encoded in key with kid "FiZ6rLZBSeF8jair IWesvyzkI¥3gP cRTdokDexV ZExE0"
[check-http-response]

status: Ok
H_____dEﬁErigiinn: Checks that the HTTP response status is within the 200 or 300 range
rectoutone | (EIE#2)Base64urlT>d— R UlckeyZ iRl

After completing the test flowi__
Tverifyv-haseBdur] ]
status: OK

description: Verifies that the baseBd encoded parts of a WK is in fact baseBdur!l encoded and not just baseBd encoded
[check-ht tp-response]

status: OK
y dEﬁcriptiDn: Checks that the HTTP response status is within the 200 or 300 range
Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14 47



OP-Response-Missing (response_typehZEDIS—4—2X)

O TS —RHAD/\F—2H 2180

(EE55THILULTERW)

1. T5—%RPICIREIT B
@ ToS—LANRCADERZUODMDTFBRCE

2. End-User(C T —HEmEZIRT (AT 3wiB)
® dMOPMDC CertificationftEERNENDDTESE(C
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OpenlD Certification
OP Test

There are two acceptable outcomes: (1) returning an error
response to the RP or (2) returning an error message to the
End-User. In case (2), you must submit a screen shot of the
error shown as part of your certification application.

To continue click this link.

(1)IS5—%RPICiXED or (2)End-UserlC IS—EIR%ZIRY
(Q)DIBZSFERAIV—->S3Y bEIXDIE

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14
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ITS5—LARIADRPICGREAENTULWDRC & &R

5.000487 ------------ AuthorizationRequest ------------

5.000952 --> URL: https://: ’scope=openi ddst at e=zi RdvRGA80zCw | D2 &red
0.000961 --> BODY: None

5.909513 <-- error=invalid_request&error_descript ion=response_t ypeX20is¥20not ¥20exists.dstate=z iRdvRGAGOz0w ID2
5.509862 Authorizat ionErrorResponse: {
error " "inval id request ;

“error descrlptlon : “response_type is not exists.”,
“state”: “ziRdvRGASOzOw1D2”

!
9.010764 ==== END ====

Result

PASSED
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OP-scope-email, phone (TS5—(ci>TLWRIFNZERLW—X)

O OP-scope-email
> T EIRIE CHILEHTRScope

O OP-scope-phone
> T EBIRIE TERMISTRScope

Copyright © 2016 OGIS-RI Co., Ltd. All rights reserved. 2016/12/16 Tech Night Vol.14 51



) -5% . OSccpe requesting email claims [Basic, Implicit, Hybrid] (OP-scope-email)

. OScope requesting phone claims [Basic, Implicit, Hybrid] (OP-scope-phone)

Test output

fut horizationReoguest tpre__
Tcheck-response-t vpe]
status: Ok
description: Checks that the asked for response twpe are among the supported
[check-endpoint ]
status: OK
description: Checks that the necessary endpoint exists at a serwver
fifter complet ing the test flow: __
Tcheck-http-response]
status: Ok
description: Checks that the HTTP response status is within the 200 or 300 range
[verifv-response]
status: OK
description: Checks that the last response was one of a possible set of QpenlD Connect Responses
[verifv-scopes]

status: OK
description: Verifies that the claims corresponding to the reguested scopes are returned
_ wizz=z END z===
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. ©8ccpe requesting email claims [Basic, Implicit, Hybrid] (OP-scope-email)
) -5% . OScope requesting phone claims [Basic, Implicit, Hybrid] (OP-scope-phone)

Test output

[-]

well-knownI(CTphone scopeh'sFal =N TLVRLN
status: WARNING

info: OF is not supporting ["phone’] according to "scopes supported’ in the provider configurat ion
futhorizationRequest ipre
[check-response-t vpe]
status: O
description: Checks that the asked for response tvpe are among the supported
[check-endpaoint ]
status: QK
description: Checks that the necessary endpoint exists at a server
After complet ing the test flow: __
[check-ht tp-response]
status: 0K

erifyscrintion: thecks thal the| nhone_number, phone_number_verified
Geacr ot i : Checks thal the HHUS TSN

[verifv-scopes]

status: WARHING
description: Yerifies that the claims corresponding to the reguested scopes are returned

y iELB: The fol lowing clains were missing from the returned information: [’phone_rwmber®, 'phone_number verified’]
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OP-redirect_uri-NotReg (orn5L 2> 2pEME NN —R)

O redirect urihMfdi& > CL\DRT—X

> AN ARECARETOIMNIER D> TLD
> fEER (Lincompletell/2 B
> A0 —>223y XD ENDD
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OpenlD Certification OP Test

This test should result in the OpenlD Provider displaying an error message in your user
agent. You should ignore the status of this test in the test tool, since it will be
incomplete. You must submit a screen shot of the error shown as part of your
certification application.

To continue click this link.

To go back click this link.

I SOYNRIS—EMmICRD TR &R
Conformance Test®DStatus(IIncompletelc/d
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drect Incompletelc’&> TS (IEL W)

. @Sent redirect_uri does not match a registered redirect_uri [Basic,

Implicit, Hybrid] (OP-redirect_uri-NotReg)

Test output

futhorizationRequest ipre_ OK(:@D tb\5

Tcheck-response-t vpe]
status: QK

description: Checks that the asked for response tvpe are among the supported
[check-endpoint ]

status: 0K
description: Checks that the necessary endpoint exists at a server

. L AR AR ENTVWRNC & 2R

}
21.154788 ------—-—---- huthor izat ionRequest ----------—--

21.155223 --> URL: https:// ?scope=openiddstate=zolr
21.155232 --> BODY: None

Result

PARTIAL RESULT
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02 DOHYS
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https://op.certification.openid.net: 6xxxx/log

OpenlD Certification
OP Test logs

A list of profiles that are saved on disk for this issuer:

« code.config.static.sign tar file:Download logs
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OpenlD Certification OP Test logs

A list of tests that are saved on disk for this profile:

o DOP-Clientbuth—Basic—Static
OP-ClientAuth—-SecretPost—Static
OP-Discovery—Contig
OP-Discovery—JWks
OP-Discovery—claims supported
D P-Discovery—pwhks U
OP-ID Token—Signature
OP-1DToken—kid

OFP-0 Auth—2nd
OP-0Auth—2nd—30s
OP-0Auth—2nd—-Revokes

O P-Reg—MNotlnderstood
OP-Reg—acr values
OP-Reg—claims locales
OP-Reg—id token hint
OP-Reg—login hint
OP-Reg—max age=1

O P-Reg—max age=10000
OP-Reg—ui locales
OP-Besponse—hissing
OFP-REesponse—code
OP-Userlnfo—Body
OFP-Userlnfo—E ndpoint

D P-Userlnfo—Header

O P-claims—essential
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