HADIdentity T
AWS7 1D > bOEBZZNZR(E

RIS A — = XA
HbEABREARE S = APPSOV —= 9
KiE HE

© 2017 OGIS-RI Co., Ltd. 2017/7/18 £534[0 CSA s



K K& (Ujinawa Takeru)

Work
RIS A — = XA
7_‘:7\ I\j/j NNUa—>3 288 4€H
Dbl:l ° __I- IDEIE PKI
OpenID Foundatlon Japan EIWGA>)(—

Private

HRERZRM HE
Twitter: @uji52

Favorite
Spec: OpenlID Connect, OAuth2.0, SCIM
AWS: IAM, CloudTrail, Lambda

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[0] CSA s 2



ThemiStruct-wAM  >>9MB1>A>

\ FIARSIN Seall 2
ThemiStruct-i1Dm IDESER
TZARS7K

ThemiStruct-CM  gzmmass - =

ThemiStruct o222 eeeeceeesssesseenns .

FIARSH~ : " AWS®DPaaS L TEIK
4 : IdentityPlatformag 5 (=<5 = i

LS TET | QD

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[@ CSA #1585 3




OAWSZ D> NEEDEHSS

OOpenAM & (&
> FReDEE ST
» OpenAMZtY h 7Yy T U TED THD
OJ1T5L—>3>Tr7AD> MEEZIZERUP
» SAMLICKD T xF7L—>3>
> OpenlID Connectlc k7Tl —>3>

OJ1T>5L—>3>#FKiiESRIDEEICDNT

© 2017 OGIS-RI Co., Ltd. 2017/7/18 5534[0] CSA f#g= 4



AWSP 71D > FNEEDET

© 2017 OGIS-RI Co., Ltd. 2017/7/18 £534[o] CSA fhsas



075> hDSIE

A\
|

 —H DB

1 - HIBR (AfL - 1BfT)

—YH D

Y v
xTN

=

2§

BUI—TDER (#BiEkDZES

5 (£3))

—

© 2017 OGIS-RI Co., Ltd.

2017/7/18 5534[0] CSA fsd=



BIEEES

¥ IAM Management Cor X

& C {Y | & https://console.aws.amazon.com/iam/home?region=ap-northeast-1#/home
.‘I TR - =25 N0—7 ~ i .} L - o fa\ AdministratorRole/uji52 @... A M
AM (FE5E « Identity and Access Management ~ 5% IZEOffEE I
| PR TAM T —tf I o g A e Introduction to AWS 1AM <
https:// .signin.aws.amazon.com/console NARTAA | UrhmaE- - —
Q 0O
IAM =2, ‘)‘? ; qf )
245 O-1L: 88 ! i
1D S5 — R g 12
TR Pl T RTF— AT, e 4 EEG 4 EEHRTLTLET. < >
SR -+ [
=t FTHD D MFAEHHE v EN0TEER
) 1AM ~RF ST 42
S H% @ 1AM 21— F—DIERg v
BES (e 1AM 3 2 4
H—FEERLTF 23 o eS| LT v Web 1D 215 L =503 A5 500K
y Simula
TAM 232 —Efi ) — @ - Policy Simulator

L 1AM -2 R HLLRENID =2

© 2017 OGIS-RI Co., Ltd. 2017/7/18 £534[o] CSA fhsas



[al=[E] =
/ % 1AM Management Con X '\
& C {Y | & https://console.aws.amazon.com/iam/home?r =ap-northeast-1#/user
YR~ RE—T - 8 I : )

o |« R A

ETTER Q

=7

- Y5 - IL—7  RRI-F  BEY1 7Rt — TERER -

=) 2 vl 2017-06-28 09:03 UTC+0900 17&%h 20131218 11:17 UTCH0900 w¢

A 1 Tl 14 2014-08-08 13:16 UTC+0900 %

DO A — 0 Hil 15%h 2013-11-18 17:24 UTC+0900 ¢

T AERE 1] il 1457 2013-08-07 17:10 UTC+0900 ¢

STEHERRL 1 L 14550, 1 2013-06-19 10:52 UTC+0900 3
2 il 15%h 2014-09-04 16:06 UTC+0900 ¢

BES L - 2 v 2017-06-05 10:32 UTC+0300 2 H7h 2014-07-14 13:04 UTC+0900 ¢
1 v 2017-02-27 13:55 UTC+0900 7l 2015-09-28 14:50 UTC+0900 3¢
1 vy 2017-05-30 13:22 UTC+0900 1H% 2017-05-25 17:29 UTC+0900 3¢
1 v 2017-06-27 14:56 UTC+0900 1H%h 2014-02-07 11:32 UTC+D900 ¢
2 il 1587 2014-11-06 20:10 UTC+0900
2 il 15%h 2015-05-19 17:58 UTC+0900 ¢
0 il 15%h 2016-09-11 10:01 UTC+0900 3¢
1] il 15%h 2016-10-03 10:01 UTC+0900 3¢
1 v 2017-06-19 15:53 UTC+0900 17H% 2017-03-21 12:15 UTC+0900 ¢
1 vl 2017-05-10 13:42 UTC+0900 1H&%h 2016-01-27 10:37 UTC+0900 »¢
1 v 2017-05-29 16:09 UTC+0900 7. 2015-07-06 09:02 UTC+0900
2 v 2017-06-28 09:02 UTC+0900 2#%h 2013-11-13 1918 UTC+0900 3¢
1 il 15%h 2017-04-24 18:12 UTC+0900 ¢
1 v 2017-06-27 10-44 UTC+0900 1% 2015-07-03 15:00 UTC+0900 ¢
1 vy 2017-05-29 16:00 UTC+0900 7. 2015-07-06 09:02 UTC+0900
2 -

«® I iY@ BNE

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[0] CSA s 8



H 7‘}] B & S LRt
BICAEO>TEDN

FA > )N—DIA

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[@ CSA #1585 9




/ % IAM Management Cor X

—

| SN

: ! 'r‘ $
& C (Y | & https://console.aws.amazon.com/iz 1 @Ehu

AM D5 q

Bz il Q
=7

| 24—

a—IL

H)zr—

ID Z0O0 i & —

FHOUREE

Sis LBl T —F

© 2017 OGIS-RI Co., Ltd.

e Y o, <M.

2017/7/18 #E34[a] CSA #sg= 10



4 % IAM Management Cor X \\

< C () | & https://console.aws.amazon.com/iam/home?region=ap-northeast-1#/users$new?step=details

M| = | =5 v

a—H—%38M S0,
s¥im
QS DRT
[lUF ot MiEE- F o A R HE AL TN 1 o —F—B LB EE 7. HAI o ES
B 52
© BiDa —4—0:Ehn

AWS FoTRCIEET EIR
CNAOI - =t AWS ITP O AT BIEERIRLE Y. 7 oA — L SRR |27 —F RO AT D TIRIESN T E T, Sl I55

TR AOEE IOGSLICEBFHER
AWS APL. CLI. SDK#EMRRFEY —ILO 7OHREF—ID & = 97Ot —EF oL ET.,

7 AWS ZRUAA A ANDF R
2 =T AWS TR LA D DT A LR B th D ARD —F EEHICLE T .

AN ONRRTF e BEERDIZD-F
HARLI AT —F

IRDFOVEAGEE v 1 AREDY A AT RD —FEERT 20BN HUET

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[O] CSA fhsas

T AER

F vtz

ROZAT5F: 7oK

11



/' ® 1AM Management Cor % '\

&« C {} | & https://console.aws.amazon.com/iam/home?region=ap-northeast-1.

N 2| B—2E—F .

aA—H—%EMN

HiE 7R HEEL =T

ujis2 7 ot ATERF SR TE

A '
EF XN >
7ot e TR 2 — BXTE A —FE IR 75

2= AL —TI BN it -

2= =R DS PRI B, S L — TR E T, 1 O P IR AERIS. Sl —FEE T AT ST 2O RECITETY . RIS ES
FL—J0f || © EiF
Q, develop| 2 HOBREeRL TN Y

=" FRIFENTAY 20—

Developers

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[E CSA fisgs 12



_,-'; § IAM Management Cor x \\

N Y2 . p—zH—7 .

a—H—%3ENM

2 —5F
b s e
AWS 7z A (DIEEE
AL DIA AT —FOIEEE
RRAD—FO Mz HeiE

T IEANEROEE
LSO 3L ADT LTI EEN E T .

ST il

FIl—=7 Developers

© 2017 OGIS-RI Co., Ltd.

&« C (Y | & https://console.aws.amazon.com/iam/home?region=ap-northeast-1#/users$new?

BAFERILE T 1 R ERILIC AT, BRI AT PP oA S AL T AT O -V TEET .

ujis2

AWS TRUADE T — LADF SR - A2 — IR
B Bh4ER

E38

¥4

2017/7/18 #E34[a] CSA #sg=

ENASDHE

FOEAER

i

13



/ § IAM Management Cor X \\

& C {} | & https://console.aws.amazon.com/iam/home?region=ap-northeast-1#/users$new?step=final&login&userNames=uji52&passwordRese

N vtR . E—F .

ENSS T

G Tt AR 52 T

@ BT
EIFICRd 2 = —ZER | TRRIL E LTz 2 — Y —Otf 2T SR LSRRl T4 IO —FTEE T ANS w3 A0 =Dt oA A FIEE E A= )L T2 —H | DEET A2 TEE T, SO, The OB HER e 7 O —FTEERE
DIETH . Tl LGRS DT R TEE T .

AWS 7RO =)L D F I AEERF DI — 1 I3 Thitps:/f _signin.aws.amazon.com/console] TH A AL TEET

& .csv DEHDO—F

B B e hzl=r OS54 FWs E A TS

y @ ujis EA—LO5%(E 2

23 e

© 2017 OGIS-RI Co., Ltd. 2017/7/18 £34[0] CSA fg= 14



y \-. i
/ § IAM Management Con X '\,
< C 1) | & https://console.aws.amazon.com/iam/home?region=ap-northeast-1#/users/

I—H— > ji52
AM DT8GR 4
At ami—t *EE E
SIl—F
| ” 31— —@ ARN am:aws:iam:; user/ujis2

11_ —

A !
O—L

TEREFE 2017-06-28 11:55 UTC+0900

A=
ID F0 45— FOUERMER | HL—F (1) SZEHER | FOERFEAY—
TR Ao U FRIER
SEIERL -t

AORRD—F Jih g 2D -FOERER
BES{jt — A OG- AD https:// _signin.aws.amazon.com/console

T F—

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[E CSA fisgs 15



© 2017 OGIS-RI Co., Ltd.

o OTPD

T8 MFAZZ) 7 —2a 2 QRO —FO A+ v R—hLTLRESE. 27—t 72 DhAS TROBEISFER T +
LLET,

v FEERED L 0wk —E T
TV —m AR LS, TGP RIC 2 DOERT EEE —FEA L. [18 MFAMAEENE] 250D 1E
a—o

O 1

O+ 2

rren | |

2017/7/18 2E34[0] CSA fhg=

16



B UIRE
EDIEABNTUES ! !
v AN

A>) \—h‘ﬁﬂﬂ

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[O] CSA fhsas



\ §
ST 1
e

HMTFO2 =g, TAT01 —%—7 =4 21— —t+ ) 7 E5ELER
AEFEN T T RSN — Y T — BT ol SA TEL BA LITT

AR BREO7 7474

Ujinawa 2 hours ago

IR EROTITE T B 4 SRR A SR TSN E T AP E Y B T 20155 10R1H 1TREShELL.

TALLED 2 —H =R AWS [CF ot ALEL s ChaFHIRR T BEFTPOURT L CHE T SETRERLE
T B0 Y —FHPFT B S FREEL. Foolte DA EA AL TS,

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[0] CSA g 18



© 2017 OGIS-RI Co., Ltd.

A > )\—FED

2017/7/18 5534[0] CSA fd=

19



"\

/ - :
J_H ¥ 1AM Management Cor X \,\\1_.} A Y [
< C {} & htips://console.aws.amazon.com/ I \
(T R = SV | TR U ) R ; L I

2—t— > Ujinawa

AM D& 1

B 2t i ©
5)L—7
| 24—
A=l
i —
ID i 5 POCRMER | G (1) | EHEE | POERPFIAF—

TR FRT T ——
5is T ERRL =+

w1 Vo = 0 FReAHEREF 2 TLELC

BES b — B

I—%—m ARN am:aws:iam:: user/Ujinawa
] i:{ i
{ERERRI 2014-10-17 13:48 UTC+0900

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[E CSA fisgs 20




RAXRAADICUWIFRAIC
CAIRMEBEDOHD - - -

(EERNEFSNBVEER - - - )

© 2017 OGIS-RI Co., Ltd. 21



O)Z—/F‘J (AME 1)
>IBIHNMEND EAMETS
>MFABZN L ERITE
> THTHRE T DIONEEBIT

OEIEFOAE (EEl ! VXD 1)
> FEENZL)
> MFAZZ sl T =780
PEEZTSNICOTZECFIZZ5X 30N oD

© 2017 OGIS-RI Co., Ltd. 2017/7/18 2£34[@ CSA 8= 29



OHACFEIT D LI —HIBIROIE —
>FEETIAM1—H %= 800

11
m

Q HI NEES
\__ LDAP /

.

/

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[E CSA fisgs 23



c DA
J1I57L—>3>T
RRTCED! !

© 2017 OGIS-RI Co., Ltd. 24



ORAR33AFART. BL2(CIDIELHR

2B 9 DILiHA

\

Brog e st

y 1 —H8Ekad

Q mE JIslL—>3>
\__ LDAP / K /

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[E CSA fisgs 25



N|
)
\
L]
\/
/

.
Q mE

O3> ATLALAEBT. EL2(CID|BEH
OpenAM
\__ LDAP / \ %

7 EIE 9 DR
% PROJECT ™
y A-YERD \

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[E CSA fisgs 26



OOpenAM & (&

> IDEHE ST
> OpenAMZtTY K77V T LU TEDTHD

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[0] CSA s 27



OForgeRockt I\ FEFEITIDOSS

i OpenAM - sr® - IDEESs
7T —>2 3> FIFE App

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[0] CSA s 28



OT—=>1> AT

OV)\—XTJ0OF>/1
D'f_tigu:b\u I :_Et
OJ1T5L—>3>hT,

© 2017 OGIS-RI Co., Ltd. 2017/7/18 2£34[@ CSA 8= 29



PERDIDEFE S T

I—>1>hAIRSSO

+ WebH—){—, 5UKBPZTVS—>3>8—N—C [I—>1>H YIRDI
FPERBAT B L TSSONRHATAE T .
s ASZAB—BERDs F— BN T—FZARITNE BECSSONEIERTT .

U Od4 2
(————— % 9 SSOh—U/HE
¢ /e \..-"01{ (1—HF—TR )
P 3 SSOh—S L R{T SSOY—/—
B J—tF—{HEas
LL=—>
I—-Zxxk @

—SSOREF I =23 =)=~

/AT 0 ssd

D OJ4 ZRMMREOLARLR

—OuUNAON

« B [T—S1I2 R YVIRIIPHERT I 1Y —BREZRETIRVWFT + BRO [T—T> ) VI ROIPHA A —Ehic TUN—-XT0+2]
VUDBE. 751472 MCROOT UN—Z2T70F Y —/\—HIDENRT—F%& H—N—ZBHIDZETI TN YA AN AGRERDET,
EETBCLET, SSONERRTEET, + I—21>b70J95 AOHADRERS AT ADBETE. SSONERDETI .

« Efilc, IDERRREEAVT, IDE/(AD—RFEEELTE HEHBDET,
DOd4 > 4 SSO b—2 02
— - 5 OK (SSOMRPTUDIDE /(R D— KEEI)

FImE ' 2 ssoh D FT SS0U— J'«‘—z ?

w—mwuz r
7 ZilR&HCookie®Etw - m ﬁ@

AurL .
8 OY+4 o R&HFREOUITA - Y- ATOF=H—)— —SSOMGF TV -3 —) -~

1 D‘.'i"f_/
4 SSO—2HiE
5 OK (3—Y—1HEsis)

—ONXNANN
—OuUNANN

http://www.ogis—ri.cojp/pickup/themistruct/note/note_sso01.html

© 2017 OGIS-RI Co., Ltd. 2017/7/18 %534[0] CSA s 30



217 L —=3>ASS0

+ Google Appsi®Salesforce. Office 365% (XU ETBITVERY—EA(L

SAMLA?OpenID ConnectiR MR O0 N ICHBELTWET .
« SSOH—N—-. BLGIFIFH—EAD/EDH T, SSONEHRAETT .

1 ID TUSERI TOY2 |
—J £ 1—Y—% : USER
'—M A—JL : USER@mvdomain
) 1—F—RHES

S SAMLL 274> 2, Issnt.r—;t—

t e P 1> B
% —JL : USER@mvdomain =
/
M aA-Y-8:us

- . @mydomain
3 IDM [USER@mvydomain] T

OJ4 ASREOLARIA  P79F0—-EAX

http://www.ogis—ri.cojp/pickup/themistruct/note/note_sso01.html

© 2017 OGIS-RI Co., Ltd. 2017/7/18 £534[o] CSA fhsas

31



OpenAM%Z
LYy hrPYIUTHELS

© 2017 OGIS-RI Co., Ltd. 39



(_

@ https://forgerock.gith. x

C 1Y | & https://forgerock.github.io,

Unified

Traditiorally delivered as six differert products —
530, adaptive authentication, stmng authentication,
federation, web sernices security and fine—grained
entitlement enforcement — Cpendh now provides all
this ina single, unified cross platform offering
deploved as a war file into a Java Serdet container
such as Tomcat

Getting Started

Ciownload the Hrary and then follow the great getting started guide on BackStage

am-community-edition;

Heritage

Crigirally hesed on Sun MicroSystem's OpenSS0,
ForgeRock have been developing ard commercially
supporting OpenAh since 2010, This version was
originally released to ForgeRock customers in March
2015, ard is now being released as our Community
Edition without the ForgeRock hirary licersing
restrictions. It is well tested an hes marazed millons
of idertities in its lifetime

Standards Based

Cross Dorrain Single Sign On (COES0), SAML2.0,
OAuth 2 0 & OperlD Conrect ensure that Opensihd
integrates easily with legacy, custom and clowd
applications without reguiring amy modificatiors. Its a
developer—frierdly, opermsource control solution that
allows wou to own and protect vour users digital
iderititizs.

Docs

The docurentation for Opendht w1 03 is hosted on ForgeRock’s BackStage servers

https://forgerock.github.io/openam—community—edition/
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OpenAM e — I
COMKON DEVELOPMENT AND DISTRIBUTION LICENSE (CODL) Wersion 1.0
1. Definitions.

1.1, Contributor means each individual or entity that creates or contributes to
the creation of Modifications.

1.2. Contributor Yersion means the combinatjon of the Original Software, prior
Wodifications used by a Contributor (if any), and the Modifications made by
that particular Contributor.

1.3. Covered Software means (a) the Orizinal Software, or (h) Modifications, or
ic) the combination of files containing Original Software with files containing
Wodif icat ions, in each case including portions thereof.

1.4. Executable means the Covered Software in any form other than Source Code.

1.5. Initial Developer means the individual or entity that first makes Origina
Software awvailahle under this License.

1.6. Larzer Work means a work which combines Covered Software or portions
thereof with code not governed hy the terms of this License.

1.7. License means this document.

1.8. Licensable means having the right to zrant, to the maximum extent
possihle, whether at the time of the initial grant or subsequently acouired,
any and all of the rights conveyed herein.

1.9. Modifications means the Source Code and Executable form of any of the
following: A, dny file that results from an addition to, deletion from or

modif icat ion of the contents of a file containing Original Software or prewious
Wodifications: B. &ny new file that contains any part of the Original Software
or previous Modification; or C. dny new file that is contributed or otherwise
made available under the terms of this License.

1.10. Original 3oftware means the Source Code and Executable form of computer
software code that is ariginally released under this License.

1.11. Patent Clains means any patent claim(s), now owned or hereafter acquired,
including without limitation, method, process, and apparatus claims, in any
patent Licensable by gzrantor.

1.12. Source Code means (a) the common form of computer software code in which
mud;ficstiuns are made and (b} associated documentation included in or with
such code.

1.13. You {or Your) means an individual or a legal entity exercising rights
under, and complying with all of the terms of , this License.ngrhlegaI

mt it i o ime Lo B ot it which mt e i i ki nndar

MWESATHE
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[) Remember my username

LOG IN

info@forgerock.com
Copyright © 2010-2016 ForgeRock AS. All rights reserved.
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& C {} | & https:// @ 7 ¥

(/ FORGEROCK & REALMS -  [] FEDERATION  # CONFIGURATION i SESSIONS

Realms

Use realms to organize subjects and configuration data. Within each realm you can configure data stores, administration privileges, authentication chains, authorization policies, and
other realm-specific settings.

#+ New Realm

Top Level Realm

openam
1 more

@ Active

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[0] CSA fhsas

47



[a]l=]=] ==

# OpenAM *

&« C {} | & htips:// ‘openam/XUI/ #realms/%2F/dashboard @ 7 ¥

(/ FORGEROCK & REALMS ~ :{] FEDERATION # CONFIGURATION % SESSIONS

TOP LEVEL REALM

@ Dashboard Realm OVGFVleW

I @, Authentication I

& Services

® Active | @ openam, [ Properties

£ Data Stores
Common Tasks
™ Privileges
Authorization

a,
& Subjects

I % Agents I

& STS Create SAMLv2 Configure OAuth —— = S

. : Providers Provider
<> Scripts

A "4 \ "4

Confinnire Saleefarre Confinuire Sacial Get Pradiirt Create 2 Snan 8TS M

© 2017 OGIS-RI Co., Ltd. 2017/7/18 ££34[0] CSA fhsas




# OpenAM *

& C { | & htips://

(/ FORGEROCK & REALMS ~ i| FEDERATION

fopenam/XUI/ #realms/%2F/authentication/chains/ldapService

# CONFIGURATION i SESSIONS
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TOP LEVEL REALM

@ Dashboard

Authentication

Settings
Chains

Modules

Services

»

(]

Data Stores

®

Privileges

Authorization

B A

Subjects
f Agents
& STS

<> Scripts

CHAINS

|dapService

Add authentication modules to build a process in which a user must pass credentials to all module instances.

Edit Chain Settings
=+ Add Module
1
e DataStore
Data Store
Required i

Successful authentication requires:

FAIL @)

) Atleast one PASS flag @) No FAIL flags

PASS )

Options 0
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defaultPort = haslLocation && (location.port || (defaultProtocol === "https' ? '443' : '80")),

https://forum.forgerock.com/topic/openam—with—openid—service—provider—over—https/
https://bugster.forgerock.org/jira/browse/OPENAM-8371
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& REALMS

TOP LEVEL REALM

@ Dashboard
&, Authentication
£ Services

£ Data Stores
# Privileges

@, Authorization

Realm Overview

@ Active | @ openam,

Common Tasks

& Subjects
# Agents
3L Create Configure Create Fedlet Configure
<> Scripts SAMLV2 OAuth Google Apps
- Providers Provider
Configure Configure Get Product Cre - a
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= Dt Realm Overview
&, Authentication
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Common Tasks > Create SAMLv2 Providers
o Privileges
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% Agents
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4 OpenAM x / [ https://openam.demc X

< C 1 | & https:// /openam/saml|2/isp/exportmetadata.jsp @ & &

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<Ent ityllescriptor xm|ns="urn:casisinames: tciSAML: 2, Dimetadata” ent itvID="htips:// 2443/ openan >
v <I0P5500escriptor Want but hnRequestsSizned= “falze” protoco |Support Enumerat ion="urn:oasis:names:tc: SAML:2.0: protocol "y
v<KevDescriptor use="siening >
vids:Kevinfo xmins:ds="http: /Yww. wd . ore/2000/08 m ds g™
v<{dz: ¥B080at a>
Y<dsi¥5098ertificate>

M (9w

pijis} DAK

Bah Of+

RkC w/ll

(zF JoC

AFtell i 2mriUYO0==

<Adsih09Cert if icater
</dzHb090atar
<AdziKeyInfor

{Reylescriptor> .
<hrtifactResolutionService index="0" islefault="true” Binding="urn:casis:names: tc:34ML: 2. 0:bind ings: S0AP”
Locat jon="https: /7 443 /operan/Art ifactResolver/metad | jas/ide /> .
<SinzlelogoutBervice Binding="urn:casis:names:tc:SMML:2 .0:bindings:HTTP-Redirect” Locat ion="https:// 1443/ operan 10P3 | oRedi rect /metab | ias/idp
Responselocat ion="https: /s :443/openan/I0PS] oRed i rect /metad| ias/ide”/>
<SinglelogoutService Binding="urnioasisnames: tciSAML:2 . 0:bindings:HTTP-POST™ Locat ion="ht tps: /s :443 /operams [DPS 1 oPOST /metal | ias/ide”
Responselocat ion="https: /s 443 /openan/ I0PS | oPOST/met abl jas/ i de />
<SinglelogoutService Binding="urmicasisinames: tciSAML: 2 0:bindings: 30827 Locat ion="httes: /¥ : 443/ openan/ [DPS| oScap/metab | ias/ ido"/> .
<ManagehameIDService Binding="urnicasis:names: tciSML:2.0:bindings:HTTP-Redirect” Locat ion="https:// 1443/ operan’ I0PMn i Redi rect /metad lias/ide
Responselocat ion="https: /400 2443 /operan/ IDPMni Redi rect /metadl igs/ide™/> .
<ManagetlameIDService Binding="urn:casis names: tc: S8ML: 2. 0:bindings:HTTP-POST” Locat ion="https: /s 1443/ operan’ [DPMR i POST /metad | ias/ide
Resporselocat ion="https:// T 2443 /operan/ I0PMni POST/met abl jas/i dp”/> .
ManageName[Dservice Binding="urn:casis:names:tc:SAML: 2. 0:bindings: S08P™ Locat ion="https: /s s 443/ openan/ TOPMN | Soap/metabl ias/ 1 do™/>

¥ <{Mame [DFormat>
urnioasisinames:tc:SAML:2.0:nameid-format :persistent

</MamelDFormat >

v <{Mame [ DFormat>
urnioasizinames:tc:SAML: 2.0 nameid-format 1 ransient

{/Mamel DFarmat >
¥ <Mame [DFormat>
urrioasisinames:tc: SAML: 1. T nameid-format sema i | Address
</MamelDFormat >
¥ {Mame [DFormat>
urnioasisinames:tc: 3AML: 1. T inameid-format tunspecif ied
<AMamel DFormat >
¥ <MName [DFormat>
urn:casizinames:tcSAML: 1.1 inameid-format : WindowsDoma inGua | i f i eddame
</MamelDFormat >
<Mame [DFormat>urn:casis:names: tci SAML: 2 .0t namei d-format tkerberos</MNamelDFormat >
v <{Mame [ DFormat>
urnioasizinames:teSAML: 1. 1 inameid-format : ¥5095ubj ect Name

</Mamel DFormat »
<S|ng|eS\ngn8erV|ce Binding="urn: casiginamesitciSAML: 2. 0thindings:HTTP - Redirect” Locat jon="https://openan. demo. themi st ruct . com: 443/openan/350Red i rect /metal | ias/ ide”/>
{SinzgleSiznlnSarvice B|nd!ng— urnicasis:names: to SAML: 2 U blndlngs HTTP POST” Locat ion="https: //operam. demo. themist ruct . com: 443/ooenam/SSOPUST/metaA||as/|dp i

PRSI A P o SR vy et st e b o AR - | He s | |t b man= " b A maririmnmincewnns dlen et st mmns A4 S e SLEN S i At B nm S

https: //xxxxxxxxxxx/openam/samI2/Jsp/exportmetadataJsp
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4 OpenAM X / @ https://signin.aws.an X

[ C {t & https://signin.aws.amazon.com/

This XML file does not appear to have any style information associated with it The document tree is shown below

'Eg?fﬁétégegggmtor wilns="urnzoasisinanes: to :BAML: 2. Dimetadata” s lnsisaml ="urnioasis names toSAMLI 2. 0tassert fon™ wmlns dds="http: Afwww. w3 .ore /200008 fnlds izl ent ity [D="urn amazon:webservices” val idlnti|="2018-06-
v<EPEE00escr iptor prntocolSquDrtEnumeratmn ‘urnioasisinanes:toSAMLI2.0:protocol ™ Yant dssart fonsSi med="true™>
v<keyDescr iptor use="signing™>
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<ServiceName sl :lanz="en">MS Management Console Single Sien-On</Servicelaney
<Recuestedittribute isRequired="true” Name="https ://avs anazon.con/SAHL At ributes/Role” FriendlyNane="RoleEntit|anent” />
<Reauesteddttribute isRequired="t rue” Name= 'https //faws .anazon.con/SAHL At ributes/RoleSessionNane™ FriendlyNane="Rol efessionhane”/>

<Requesteddttribute |sRequired="false” roroidi 1 3.6 1.4.1.5325.1.1.1.17 FriendlyNane="eduPersondff il iatjon™/>
<Requesteddttribute isRequired="f tofdi 3061, 4.1.5828.0 .1 .1.27 Friend|yNane="eduPer sorl ickname™>
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<Reguestedittribute isfequired="false” Mame="urn:oid:2.5.4.3” Friend|wNane="cn"/>
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<Orzanizat fonlRL x|z lang="en">htips:/faws . amazon .con<,/Or ganizat i onURL>
<Mrganizat jon>
</EntityDescriptor>
= exportmetadat--.xml TATER | X

https://sighin.aws.amazon.com/static/saml-metadata.xml
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Realm Overview
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Common Tasks > Create SAMLv2 Providers

Use these work flows to create hosted or remote identity and service providers for SAMLv2 Federation.
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"version": "2@12-18-17",
- "Statement”: [
- {
"Effect™: "Allow",
"Action": "sts:AssumeRoleWithsamMmL",

- "Principal™: {
"Federated": “arn:aws:iam:: rsaml-provider/
s
- "Condition™: {
- "StringEquals": {
"SAML:aud”: "https://signin.aws.amazon.com/saml”
}
}
}
]
}
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"iss": "http://server.example.com’,
"sub": "uji52",

"aud": "s6BhdRkqt3",

"nonce": "n-0S6_WzA2Mj",

"exp": 1311281970,

"lat": 1311280970
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SIsimV4cCIGJEOMzkOSNDY zNjAILCJub25;ZSI6IkFCQO0QxM;MOIiwiaWFO
[[oiIMTQzOTKkON;JAWMCJ9.S2GTMObgH956hjE6Pf/LEL1+CyiobH8tVIm
vxsVax1fAZkFNZGP4aVv5jjNj2Ldwt/LoGJs8Er0YZSfKPWI1cdmEr+Nt
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“sub”:"ujis2”,
V{4 VA {4 J. . 7”7 l gg
aud : client.id ,
“iss”:"http://op.example.com”, S2GTMObgH956hjE6Pf7LEL1+CyiobH8tVImvxsV
“nonce”:” ABCD1234” qx1fAZKFNZGP4aVv5jNj2Ldwt/LoGJs8Er0YZSf
v o m ” KPWI1cdmEr+NtYeRyljpQvCRhg3T4aZpBfzBcwA
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