%

ThemiStruct

FIZRS b

Web API DRE(CHRDFMEIR &
APLEISERIS AT LDH DT

Rt A — o 2T
Y- RHERE T IRANTI IV Y a—va Vi

NI =

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day H 5 2018 [ C-25F | 1



RN F — 2 Rk
ALY ) 2 —2 3 VY

OpenAMa >V —>7 4L
Al

OpenlDZ7Z 7o vF—ayv - YyrnRv
Enterprise Identity WG
Y — & —

© 2018 OGIS-RI Co., Ltd.

2018/2/21 Cloud Day &% 2018 [ C-25F |



StV U 1—>3>2Z 158U EOO>TEE UL

VAR ) 12— 3 v

\ ThemiStruct-wam _ Zz 754> F>

ThemiStruct-IbM  IDBEBY Y 1—> 3>

ThemiStruct-cm BT ALAERT - &F

V) a— 3V

TURALINRT]—RKYYa2— 3> SATLEEYY 21— 3>
ThemiStruct-oTpP ThemiStruct-MONITOR
<> ThemiStruct

APIT2/ 2 — B D

ldentityPlatformas  seme v r-v

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day #xt 2018 [ C-25F | 4



ol B A=D1 — AT —ADMEK

T

HAN > 2T LHHD 7T NF v il
5|5 ~D v 27 Lt

777 P — v 2AMfE, <& -
27 Ly AR FEEE#RE

BRE (—MEEE) MT O HRigft,
I — b R

G D —Je b, A AT LZHELHEI L7241 L
V) —7IDX Vv TF v A&,

W51z — ¥ — OREFR AL, [P7 F L X% 1-HEH
& DHF .

1480 & O DHIR, #ACTOFFHRED BN DG
DFEi, U DA,
777 F Y —vRDIDXA VT F VA,

SSOIC X Z2REE ~DFEH: DRt EE T 7Y ~DfE
B, INEEL 7ZzEtEoitH, b — e X & o,

© 2018 OGIS-RI Co., Ltd.

2018/2/21 Cloud Day &% 2018 [ C-25F |



ChnsE BINMIVFZITYU & A—T 2APIFIE HMBE(C

T

*iljilf‘/x:f—jf\ﬂt‘l“zﬁ@ﬁ)\%‘/xgﬁ'ﬂ: nunimiﬁ@—‘jt'fh A%/XTL\:ECEL%ijf’g /f VAN
V—RIDA VT IV R,

G [e~D > 27 Lt W5 e — 3 — DL RNE, IPT F L XL EfikH
=D B,

7 77 ¥ —v XM HE, A<k - 1482 & OFFH DOHIR, AT ORI FHERED BN DG

£ 7Ly +H RO EEERL D FEMh, AR DR,

799 K —EXDIDA VT F VA,

BEZ (—f ) Mg ofEHREEME., SSOIC X AR ~DHEE:i4t, HET 7Y ~DE
+— v ARt B, INEEL 7ZzEtEoitH, b — e X & o,
ENANLT TV, A—TF VAPLEH  « 7T 77U HNICNRY — FRFEABE R L I 3a3E T2
X 37 7 I RE. b — v XD EEA SSOIZXTIT & 5 58T K~ D XTI,

« MIAHEFRE ﬁO(M VMR Cco 7 — X EiE %
%@%jﬁénun 77'5#(“\@5(]75

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day #xt 2018 [ C-25F | 6



SEaEE/\Y O —= ThemiStruct Identity Platform

O EEERRGA rEscER ) [ Ty a—T54 EkiciEE )

H#—EZXH A b

F/INN
AERA

wuwy Wi+ 3 7 7 ) FIH {éh‘-

A\ | /4 \VI

@ VAR
#— 2D FHEE

a‘. N | HhE .‘.‘© N7 7Y
Y—E XD \ MEJ=| x

FIFH# @
779 DT 7Y

P — v 2DID - FiFkhE

Y—E2AY¥ A4 bD ITVR—=TITAXT7TIVEHD
ID. ¥t itEikee & L <HIH SSO® 7 7 & Aifilfil o Ffx L L CHIH
\ = D2\ /

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day #xt 2018 [ C-25F | IV



ThemiStruct Identity Platform & BRI Y1 M (C3EH

4 N (
G AE Al FE A
A= N SN Ny TV AATATTTY

4 3\ \ |

\ 4N\

’ Web 77'Y

‘:ll:l ThemiStruct Web API
) Identity Platform

Web APla)n:L.\nE
7 7 ARBANX IS

ID& n:b\nIE 7’7—[:'2.,,.,\_10)
KeEZ 7 7'V ICHAIA

FEHAR THEA D AIHE

AE—)VAX— b, BRNT 7 RE
OAuth 2.0 Zffi-> 7-APLEEEZNEF > <
TLNEHTE, TEANANALT T,
A — 7 VAPl RRICRTE £,

HRIC TG C & B e Al AE 2> D S SE Ak e
HaZRE L 7-3REE A, 2K Tk v
FT Yy I TCEFE T,

FIFHE OIDfE#H O & H Lk 7 & o 4t
BHEEE . YA PO —INT A
v CHlAIAB T ENTEET,

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day #xt 2018 [ C-25F | 8



Web API Z;&H 9 30D
APLESEREES AT ADBETE



Web API OFIBANLHD TS

%Kl 3 Web APl (2FEY) [APIEEMmiZT LEHHRBR S XU FH
ProgrammableWeb D {5k % Jkic Hgkchng - 77 74k ITR#E 7L 2V Y —=2 XD

(Bifr ;A
16

Growth In Web APIs API COUNT

25,000 14
o 12
20,000 - ™M
o o
ol q -~ o~
© o N ~ 10
= < 5 3 N
Z 15,000 R 3 9
N O
~ o ~ -~
(@) m L o <« N . © g O < -
— o €] g S g4 ™ g NS g ~ 2
& 10,000 g 2 B 3 49 S = Y 5 4 S £ o pay o
- - N N 0 ~ ¢ © 9 o ¢ < — ~ Q 6
N ) SN ) 8 o S Q o © w —
3 o g 2 o &8 3838 © Q1 ¢ = - - ©
o S © o 8 & «~« ¢ =2 5 b =
5,000 S ] &8 ¥ N8 R 4 a &5 & - x 4
N e O 0> o = 9 o < Z >
c © O g 8 ER T ©
3 =2 ©O =
0 2

Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan Jan
2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018

MONTH 2014 2015 2016 2017 2018 2019 202?5133;
it TR TITR Market View: A TLEM S S FILT T FHiE2018)
s — D5 FEEE SRS L AN —ATRE. 20165 R LI 3T R
5| FJT: https://www.programmableweb.com/api-research 5| FJC: https://www.itr.co.jp/company/press/161213PR.html

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 10


https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.programmableweb.com/api-research
https://www.programmableweb.com/api-research
https://www.programmableweb.com/api-research

Web API (& XTECH O #%$2li TS

€6
APIDO B, BXUEFNICIES T— 2D NBHIC X 2 - B DA IHE~D B
NEBHDOMEZMEIF, TUVXLAL I R—=2 a3 VLTV EALEF T VR
T —RAXA—vaviEHRITLZ3aT7HiovtoL L CTEADLED 9

ITR#: [ITRYAPIEEHIZRIEHEB S LU FHERR] coerzn L

5| 7JC: https://www.itr.co.jp/company/press/161213PR.html

({4
A — 7 VAPLIZ [HhBg] fthoHEES L SRR @ L <. 2NFNOHEE
TEHERECY — A 2HAEDE, DI2VIEIBAEWICHIEZRKY, £A—7
VoA ) R=yaVvEEBHE LW EDDXF— - T 0y —D—DLiE
Do Nnsd, 9

[#—7"> APl OH Y FICET Z2RFABWEE ] coreram LY

51 FJC: https://www.zenginkyo.or.jp/fileadmin/res/abstract/council/openapi/openapi report 1.pdf

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 11


https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.itr.co.jp/company/press/161213PR.html
https://www.zenginkyo.or.jp/fileadmin/res/abstract/council/openapi/openapi_report_1.pdf

Web API Z2XH9 SFRDZRE

O 70—X FAPI
> FHEEPN T D Web API O FI|FF
> MHRRDOBERNIL O DR T 7 & A 0]HE

i

O #—7>API
> DB DIMAl D5 =75 ~D Web APT D 22f

> Web API FII|H# OFREE. HRESC T — 2 ~D T 7 RIEEE N
AR

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 12



Web API FIHDAZREE

2% TDAPIFIFE 3 TDAPIFIE

e —EL RADN Y — ZB DEREZFIHT 2 7-0IC e 2—¥—ClE ¥+—¥EY XA, ¥y—EZXBOHHEKETD 3%,

APLIET 722 %, i « F—EXAE, T—F—COBERICLY, 2—F—C
e +— b 2B T ¥ — v RA AT OREEE - T — X & it bbb y—ZBDAPILICT 7 & 2T 3,
L g » F—EABIF 2—F—CF O - 7 — & — &Rt
! 35,
P — B XA H+— X B i H+—r XA H#— X B
API : API
2 ——C

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 13



2E B TOAPIFIAIFDRE

OAPIO7 7€ RTT%REET 5,
> APl —
» BASICZZE (ID& S22 7 —F)
> 7 747 v FakAE
> OAuth 2.0 Client Credentials Grant
> ...

T RATHRBIATENIE, API IZ7 7 XIEZFHIEHTZE %,

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 14



3ERITOAPIFIRIGDERE

O31—HY—-ClEIY—EXAIC, 79 RTZEBRT—2—i2E%2R
EFLT. Y—EXRB D API A7 7R EHET-,

> L —HF—IDE XA — &, ZL vy LERZETHFCIZ. &
MElRA 3 — v RAICE 2 CLE S,

O RS Tld OAuth 2.0 O F D E— D ZEIRER
>1 Y —C OEEICHEDIDZX, 2 —F—Cn»

'I-I-I

B2 L - Hip ODBEE X N7-HERT AP ~D FePRA ¥— v 2B
7’7%%%&7@‘%7?% —
» OAuth 2.0 Authorization Code Grant \
» OAuth 2.0 Implicit Grant L

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day Hi5( 2018 [ C-25F | 15



A—T > APIDREICIZAPLEIERIIS XA F ADART R

O OAuth 2.0 Zf&£5 (CIE [FRBAIY —/~—| ODEEHIPDBETH B,

O RA (P77 ERADFHA) DFifee LT —-HBYLHET
nbniE‘éz‘n'CL\Zuz\Eﬁ‘ﬁ)é

¥4

O F—7APHREHE T TAPLEERE AT L] 21BHET 3
> 1 — % — &Rk % kEE
» OAuth 2.0 F20] ¥ — N — D HEEE » ldentity Platform

ZBEITHILIC
fthis o AL

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 16




Xt ANE OAuth 2.0 {LiRDBIHS
(E=/)\PR)

2018/2/21 Cloud Day # 5% 2018 [ C-25F |

17



B—EXHFEE. APIHEESWLHIGE

O #— 7 APIDRHE (TE
> APLEH#EEFEE S X5 4. (Authorization Server) FEIEFH

> APIBH##
O #+—7"YAPIDOF

A% (FE

> 7 77— a VEFE
@ Ju v btV NEHKE
@ Ny TV FHRE

H—E XB)

H—EXA)
APLE¥EREZES 2 7 L
#— " ZA #— 1 2B
2—¥—C

© 2018 OGIS-RI Co., Ltd.

2018/2/21 Cloud Day 55 2018 [ C-25F | 18



WIHBEERD OAuth DiLik:

AS API API*‘JFFJ%
s Rks e

The OAuth 2.0 Authorization Framework [RFC 6749]

O

Authorization Code Grant
Implicit Grant

Client Credentials Grant

O O O
|

The OAuth 2.0 Authorization Framework: Bearer Token Usage
[RFC 6750]

OAuth 2.0 Token Revocation [RFC 7009]

Proof Key for Code Exchange by OAuth Public Clients [RFC 7636]
OAuth 2.0 Token Introspection [RFC 7662]

OAuth 2.0 for Native Apps [RFC 8252]

Qe ©® 0 6
|
O O
O O O O OO

©

O O O
O |
|

©
|
|
O

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 19



APIFIREFDIBRRINT —>

O/ xy 22X FH»'Y (Confidential Client)

77
77 ey N ) LY R ey 7 — 7/ AP]
(API, Web)

O/ xy2x>F#&L (Public Client)

77

— O‘
(NApp,J§) > # =7 VAPI

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 20



A =

I UREER., MWIETANE OAuth DFH

Ny Y S ° 4 o

1 — AR

@

®

779 TEMET S
JavaScript7 7’V
(A Ny 27, SPA, 2 Y)

2AT47T77VY

Web7 7Y

» Y

=L

» Y

=L

» Y

(Web7 7'V
P —o3—)

Authz Code Grant

Implicit Grant

Authz Code Grant

Authz Code Grant
w/ PKCE

Authz Code Grant

Ny J LY B FA—T VAPI~T 7 & &,
N 7759 NTDOAPIT 7 ZAD=8,
=7 VHEESDBSHELRLGE D,

IST7 7V 34— 7 VAPI~T 7 & X,
N VEFIPBERGERIIT TV R
ML TITRZ 5,

(®E&FEL)

AT ATTTIVNA— T VAPI~NT 7 &
R, N 77579 NTDAPIT 7+ 2D
72, b= VHEEFPOLELREGED,

Web7 7V 75— g v —N—NF—7
VAPINT 7 %R, N 7757 FTD
APIT7 72 2D 7=, +—7 v HEEH
PDERGED,

© 2018 OGIS-RI Co., Ltd.

2018/2/21 Cloud Day 55t 2018 [ C-25F ] 21



JavaScript?727 U TDAPI7Z VA0

OAuth 2.0 Implicit Grant Z H\» 7z 4 — 7V API~D
T 7 & AN

! T

(JavaScript)

77

APLE#

ar— 7
API

1. 72 9% CJST 7Y ZilcH), v
74 v g

2.V X 4L 27 ik b OAuthiZn
% Bk

3:L“"“H‘ nunﬂz%%

4. &7 —7VAPIT7 7 ZAHDT 7
A b —7 v EIRH

5.77%€A =7 VDT TH—
7 VAPLICT 7 & &

6.~7. 77 A+—7vOlEHR%E
52 (= —¥ —. Scope. BHX
HIR, 72 &)

8. & — 7 VAPIEH % - T
IST 7V 2@

© 2018 OGIS-RI Co., Ltd.

2018/2/21 Cloud Day &% 2018 [ C-25F |

22



21574 I UTHDAPIFZ O RENA]

OAuth 2.0 for Native Apps D77 7 T 4 Ak HW7-
F— 7 VAPI~DT 7 & A" L.AAT 47T 7Y %ilEH, v
v Authz Code Grant®F|f] (b —27 v DFEH A API@}% A v A
vV T7IVRNT I T O] 4 2.7 FYNT T v F EHEOAuth
v PKCEDF|HIC X % CodeliHX b @ FFfi /7 E»u\ﬁl‘ VAT I 'ggﬁjyéggz 7(})1((:]3%%’#)%) !
3. l““ﬁf"funﬁ%%
3 4. 77 A —27 v %ZQUGT 572
] 9 ¥ D Code % R H|
5. 77 IVNT 79O H 4T 4
2( |4 77 7 Vi Code % iR H]
6 N 6. Code® 7 7 &R b — 27 v ICKHE
\ A=Y __(PRCERGEA)
Nt API T T VR A L —2 Y EDFTA— |
- - . T VAPLICT 7 & R ;
T7IVAT T Y / | 8~9. 7 722} —2 vOIEHE |
1 5 - , fE&E (= —%—. Scope. A% !
AT AT 10 | Eﬂjﬁ\ &i)m] o i
110, A —F v NI 2T A I
77 L ATA7TTVERE

*—7VAPIDIR 38\ %, ST 7V, %
454 77 7Y CHHE,

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 23



INVIOTY RY—)\—ZIFDF7ITUTDAPI7Z It R3]

1. 77 s, v 4 viih

N 2.0 LV NIEAATATT T
APLEH#E ) (Napp). 79 % F %l LT
OAuthiZ n] % %k

3. 2 — ¥ —EF %2 E1T

4. 77 A +—2 v EeRET 57
3 ¥ D Code % & H]

8 5. 77 9% 55 (NAppD &L
NAppZ#HLT) Ny 7z v

2 K4 — N—iZCodeZ 1B H]!
Pk 4 ; o\ 6. Codee 7 762 =7 Il
A—=T Y 7.7V %A L—2 vl Th—
API 7VAPLICT 7 & &

1 1

! I

I I

% : !
g N :8~977%x%—7y@%ﬁ%:
N / | fifs (22— % —, Scope, HAI |
! :

1 1

I I

! I

1 1

1 1

—

%B\El: v A 7 s

HIRR. 72 &)

10. +— 7V APIZMEHR % {di - <
RNy J LY P —=N=FLDT 7

Ny Ty R i0

HE

> L UpEE
E F—7 VAPIDIRE 2 8\ i3, JST 7V, *

AT4 777 LM,

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day ¥t 2018 [ C-25F ] 24



SEISHBREERD T 11k
(OAuth 2.0, OpenID Connect EdiE)

© 2018 OGIS-RI Co., Ltd. 2018/2/21 Cloud Day # 5% 2018 [ C-25F |

25



ERLAPIMEF (COAUthERAERDREMEITHR

O OpenlD Foundation (Global) @ Financial AP1 WG #*%K%E

> https://openid.net/wg/fapi/

O OAuth®dEEMARRICOWT, UTD22H T TIC
Implementer’s Draft £ &V, RSN TWS,

» Part 1: Read Only API Security Profile (Implementer’s Draft).
> Part 2: Read & Write API Security Profile (Implementer’s Draft).

O LUTFOEERICOWTHIRFTHHEITH,

» Client Initiated Backchannel Authentication Profile.
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Part 1: Read Only API Security Profile @

Authorization Server ~DEREIF 2¥IEB L=-WEFRR

shall support confidential clients; _
should support public clients; _

shall provide a client secret that adheres to the requirements in section 16.19 of [OIDC] if a symmetric key is used; —

=W NN =

shall authenticate the confidential client at the Token Endpoint using one of the following methods:
1. TLS mutual authentication [MTLS]; O]
2. JWS Client Assertion using the client_secret or a private key as specified in section 9 of [OIDC];

shall require a key of size 2048 bits or larger if RSA algorithms are used for the client authentication; —
shall require a key of size 160 bits or larger if elliptic curve algorithms are used for the client authentication; —
shall support [RFC7636] with S256 as the code challenge method if it supports public clients; —

shall require Redirect URIs to be pre-registered,; —

O© 0 N O O

shall require the redirect_uri parameter in the authorization request; —
10  shall require the value of redirect_uri to exactly match one of the pre-registered Redirect URIs; —
11  shall require user authentication at LoA 2 as defined in [X.1254] or more; O

12 shall require explicit consent by the user to authorize the requested scope if it has not been previously authorized; —

O OAuth & OpenID Connect % (OIDCO{LARICIED X OAuth® R EK 21772 5 )
O Confidential Client OFEGE% & Y 5RE R E W ITROHHBIEE I L5

> H=HHE LD OAuth 2.0 DENNEEE RFC 7521, RFC 7523 ~ DX
O 747 Y747 A EHRENROHZEGE: EEEEZHER T 2 MLHA0EA
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Part 1: Read Only API Security Profile @

Authorization Server ~DEREIF 2¥IEB L=-WEFRR

13 shall verify that the Authorization Code (section 1.3.1 of [RFC6749]) has not been previously used if possible; —
14  shall return token responses that conform to section 4.1.4 of [RFC6749]; —
15  shall return the list of allowed scopes with the issued access token; []
16  shall provide opaque non-guessable access tokens with a minimum of 128 bits as defined in section 5.1.4.2.2 of [RFC6819]. —
17  should clearly identify long-term grants to the user during authorization as in 16.18 of [OIDC]; and

18  should provide a mechanism for the end-user to revoke access tokens and refresh tokens granted to a client as in 16.18 of [OIDC].
19  shall support the authentication request as in Section 3.1.2.1 of [OIDC]; —
20  shall perform the authentication request verification as in Section 3.1.2.2 of [OIDC]; —
21  shall authenticate the user as in Section 3.1.2.2 and 3.1.2.3 of [OIDC]; —

22 shall provide the authentication response as in Section 3.1.2.4 and 3.1.2.5 of [OIDC] depending on the outcome of the
authentication;

23 shall perform the token request verification as in Section 3.1.3.2 of [OIDC]; and —

24  shall issue an ID Token in the token response when openid was included in the requested scope as in Section 3.1.3.3 of [OIDC]
with its sub value corresponding to the authenticated user and optional acr value in ID Token.

O OAuth, OpenID Connect ZffH (OIDCOLARICH D Z OAuthD B[ H K #1772 )
O ERRIAER7Z2E20] (Access Token, Refresh TokenF1T) ICIZBH/RIY R E 23 LEIC,
O 71T X 4172 Access Token @ scope ZHH/RINICIOE 5 Z L BSHEIC,
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Part 2: Read & Write API Security Profile

Authorization Server ~DEREIF 2¥IEB L=-WEFRR

shall require the request or request_uri parameter to be passed as a JWS signed JWT as in clause 6 of [OIDC]; (]
shall require the response_type values code id_token or code id_token token; (]
shall return ID Token as a detached signature to the authorization response; —
shall include state hash, s_hash, in the ID Token to protect the state value;

shall only issue holder of key authorization code, access token, and refresh token for write operations;

shall support [OAUTB] or [MTLS] as a holder of key mechanism;

(I R

shall support user authentication at LoA 3 or greater as defined in [X.1254];

shall support signed ID Tokens; and —

O© 0 1 O 1 = W N =

O

should support signed and encrypted ID Token.

O

OpenID Connect ® X Y > L XL DLk D%

> JWTY 72X b T2 —%— JWSEJWEIC X 2 EH EESLa D -7 v
IDN—72 vERFESs AL AR v ZA~DEFE4 (at_hash, ¢_hash, s hash~?D XfJiy)
AR —7 v, ARG = — FRIT~DXIG
OAuth O EH -5k (OAUTB, MTLS) ®»F%%
% TSR AR AL~ DX G

OO0 0
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OpenID Connect Core 1.0 O — O
[OAUTB], [MTLS]| Zfio 754 F—2 v, @Al a— FREIT~OX)G
B4, K5I nzIDEF -2 v OHF— | [Sec.2][Sec.16.14]
FRIARIAE R 72 b — 27 v BATR O 8 Y] 7n [ = i 0 Ko
OAuth 2.0 + — 27 Y RITHFD scope 7 L — L DILE~DRG

O
O

O
O
— O
O
O

O
O

Assertion Framework for OAuth 2.0 Client Authentication and Authorization
Grants [RFC 7521]

JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and
Authorization Grants [RFC 7523]

OAuth 2.0 Token Binding [OAUTB] [draft-ietf-oauth-token-binding-05]

OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access
Tokens [MTLS] [draft-ietf-oauth-mtls-07]

Q ©® @ ®m 0 e

©
O O O O O O O O
|

©
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API #1
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w9 UEERMAIITDI L — R THIHBER

O FAPI @ Profile |3&mAPImA 1T

O APIDEM T HHE8E. [BHRDOV R /2L TEZZTHINT S
‘ERDHD

O 3t sE (. FAPI Profile &2k %

Table 6-2 — Potential impact at each level of assurance

Potential impact of authentication

Possible consequences of authentication failure failure by LoA
1 2 3 4
Inconvenience, distress or damage to standing or reputation Min* Mod Sub High
Financial loss or agency liability Min Mod Sub High
Harm to the organization, its programs or public interests N/A Min Mod High
Unauthorized release of sensitive information N/A Mod Sub High
Personal safety N/A N/A 1\1\:[[:(11 Ifl,:lglil
Civil or criminal violations N/A Min Sub High
* Mm=Mmimum:; Mod=Moderate: Sub=Substantial: High=High.

51 7T: ITU-T Recommendation X.1254 Entity authentication assurance framework, p7 (20124£9H )
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