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Part 1: Read Only API Security Profile @
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Part 1: Read Only API Security Profile @
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Part 2: Read & Write API Security Profile
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Assertion Framework for OAuth 2.0 Client Authentication and Authorization
Grants [RFC 7521]

JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and
Authorization Grants [RFC 7523]

OAuth 2.0 Token Binding [OAUTB] [draft-ietf-oauth-token-binding-05]

OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access
Tokens [MTLS] [draft-ietf-oauth-mtls-07]
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P = . ey Potential impact of a thentltatmn
?ﬁj: ‘{ﬁ E/‘J TE% i 71’: ﬁ *Iﬂé F% D ﬁ 'f,E‘ Possible consequences of authentication failure ilure by
1 2 4
b B7ava Y ol © N = [ e g
iﬁﬂ.ﬁ f(‘) ﬁﬂfﬁ—ﬂﬂi D 7 a 7 7 .L\ 7 \:H: D % IJ %ﬁ ~D i EIZEI‘ Inconvenience, distress or damage to standing or reputation Min* Mod High
— Financial loss or agency liability Min Mod Sub High
=) N > — N = S =
ﬁtl:ﬁ‘l‘ é ﬂ VC 72 73: Wt v T A 7 H qfli D ./LA\Eﬁ \ Harm to the organization, its programs or public interests N/A Min Mod High
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- rer y Mod | High
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51 7T: ITU-T Recommendation X.1254 Entity authentication assurance framework, p7 (20124£9H )

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 32


https://www.itr.co.jp/company/press/161213PR.html

MV I1I—> 3D

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12

33



REEV U1 —=3> ThemiStruct ZiEUTULET

VAR ) 12— 3 v

\ ThemiStruct-wam _ Zz 754> F>

ThemiStruct-IbM  IDBEBY Y 1—> 3>

ThemiStruct-cm BT ALAERT - &F

V) a— 3V

TURALINRT]—RKYYa2— 3> SATLEEYY 21— 3>
ThemiStruct-oTpP ThemiStruct-MONITOR
<> ThemiStruct

APl=a ./ I —KEHo

IdentityPlatformas  seme v r-v

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 34



RETEE/)\Y I —= ThemiStruct Identity Platform

ThemiStruct Identity Platform (2. IT> R 7 AHHABEDOT A 7 v 7 4 7 4 EH & AR DR
%%&Li?o@%ﬁﬁ*#—ezéﬁﬁbﬁb\%%Eﬁﬁm7797—/a/%@%
TEHRICHEL S, HEIDEEOMPFICTTEH 2T LT,

4 FBAZE 1A T 4 A b s i N TV R—T 7 A XHEBICER h

P—ERHA L

uumy B R ) 7 7V FH

o ® V-vxAlA
.'. P — v 2 D T HERE ... ‘ @ HHNOT 7Y
Fer 2D \ {;E%E y
allz=ES
25 FOT 7Y

F—r 2DID - FiFHERE

Y—EAH A bD IV R—=TIFAXT T IVEHD
\ ID., REEoEeE & L <FIA / \880%77%X%Ufﬁﬂ®§§ﬂ%k Lf%lJFH/

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 35



ThemiStruct Identity Platform & BRI Y1 M (C3EH

ThemiStruct Identity Platform % [BEEIMITV A b BRIGEH L 2856, 3 — v 2OMHFIDOE
MLt ZHS Ny 72V Py - XL THELET., 2o ULICH=5T 7Y
T—vavDREEIE L, EROI—RT 7Y LT 5200 v 27 = — AR L £5,

eIl A= FOREHEAE

A= B8 N VZ8 N Ny gL VK AATATTTY

a )
O0Tu 4 v
Odcue sz 4 v \

Web 770
a )
::::I ThemiStruct Web API

Identity Platform

IDLREE. 72 ERBAD Web APIDER: STHARE T DA A AL
HEEE 77 ) (HEAAL 7 5 XA KIS S

FIHE OIDIE %ﬁ@ 0 2 OAuth 2.0 % f{ii - 7- APLE % y o ZEEH RIS T % 2 il
Ak 7 & o L RE % | ﬁ‘/f Ml Y AT AR ER TR, —J EOHEMGEELEEL
POt — I Nz '7*“#“‘4’ VT ENANLT T A =TV 7SI 23 QIR G v
HAAL Z LB TE T, APIZZL I Nl £, N7y STEET,

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 36



BEmY1 M (CRTE3XSR

O

O

ID&2—Y—FREE. 77 L ARADEEZT 7 U ICHH?AL
> HIM#H OIDIEHOE - RaE 72 & FIHIDIC BT 5 HmHE 0 K3k % 3

B4s [7r—27—2] & [Web API] L 3., 2o Z2iEHA L.

f%*j:@'ﬁ' EX'H-/f ]‘ bnunﬁﬁ& '%)/\OXV'—]‘ Eﬁ&ﬁb\ 7709 7"“\/3
v~DIDEERKRE R AL Z E N TE LT,

Web APIa)n'b\niE 7'127(w_.[ ‘ui-.l',;ll:\

> OAuth 2.0 OHEAEERICEE D W=58EE - 7 7 & RFRAMEEZ fefit L £ 3,
OAuth 2.0 %o 72 APLHEMEZEIF L R F A DRHEHTE, EANA AT 7Y,
A — T VAPIZ R RICNFITE 3,

O FEEARTHOEAD Al

> AWS<4—Y FH—vzx0aviFc—3 v F2ERAL, BARKCBITSF ¥

/\"“/’7‘4’ RT_RATGENV T AT T3V IDOBRLET, RE—ILARX—

LR T 7 AEHITHIG T BRI RE» D FHEMBIEZE R L 72
nunIE;H%fGX# 2 Cy P Ty S TEE T,

% High-Availability
E¥% Scalability

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12

37



ThemiStruct Identity Platform & [T>A—2J'S54 X (CiER

ThemiStruct Identity Platform % [T v % —77 4 X] IRBIGEA L 256, RO 7 7Y 7 —
/a/ VTN A A VARE ARG EE AR R T3, T2, REOFRY v —ITH o 72 FREHE
DX ERCHFDIDE Dfiex 5T LB TEE T,

LD
AATATTTY

A
Web 7 7'
P D IDH:AE
or
A or } ThemiStruct
Identity Platform
|\ Y J

BFDIDEE LA TERY O —DEH VTN AL v F Y
N CRBEICER 2 17zIDIc % 5k, HEPEREREICXTIG L HA. (A D T, R A 7
B 2 A & DS 7 E %kt X 2 U7 4 BHRIDL TNV r—vavicy v T
Hcx %9, U7- 2R RE 2 fefit L % 3, NS AvFE v TEET,

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 38



[T>9—20354X] [CATIE3XEER

O >y Av#+y

» OpenlD Connect 7 & DEERNIARE W72 v 73 4 v F VTG 8
L, 4. AR F. BABT 7V e avice v 294 &) @
DAk ET, S50

O &EERY>—niEH

> 2—F—0REEPRE. FIHT277) 75—y a vidib T, ARG .
KY =T FA VT2 LBTEES, Pl2E, Ay P 7 =225 OTP( [veindm |é‘
DT 7 ADGE, ID}:/\OXV"F\@BL.DE%TXEQ:I\:L Wb T 7% — T
ZADBE, BITT v ZA LR T — PR RMET Z L voKY v —
BT Z ERTE T,

> BEOIDEBLFEAICHmITEZTHY v FEHAPIZIBHfL IS, 2h

kb, N TBlicEA I NZIDICBE T 2 A & DG EHEITE £ A w m
j—o

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 39



YB—N—LR7—FFIOF v 2R

ThemiStruct Identity Platform |2 Amazon Web Services D~ — F 34— R L CHEI§T5 720, —
EDTRATZEY T4, A7 =) T4 KBTI TEES, £, UTOHEKDE v b
Ty TERMR2EE TR T CE A4 VA =T iRt L T E T,

@

_ > B

SRR D A -m -@ -.I =2 JIRE.
= TR

0.0 s 1 ——
LCamftoEolofe P
L~ L LB M

s—== Amazon Amazon AWS Amazon AWS g Amazon AWS

Route 53 CloudFront WAF API Gateway Lambda RDS CloudWatch
|
s - . ()
>
eppRRRODD 2

Amazon
HIFH 10 T S3

N 2

J .

1

1:%%% ThemiStruct /,:E':.EE% AWS
Identity Platform CodeCommit
AVAF—7

© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 40



A— AFBRDAPIV Y 1 —

@ F—TU XD T K EAPIFERE - EROMEZEDH /- —EX
- Fintech®loTHR ED T TILEY XX "/Z\%T\_JT\QAPI/\E%%%EE
-APIZEA D= DFEMAE « BEIH O APIORFH - R F T7ILAH/N—

BAPIBEAAY Y LT 4 TP —ER D 50
!lfmu &=
v a— =y 7ORERY. VIS AT LT —F 7 7 F ¥ HiE. AT I v o W
APIE A PoCZ T X W APIEE A % S/ 2

mAPIEBEY—-EX BEZZDAPI
VRXANTT 7T 4 ZABMBIAALTZAPIFIFEA X v 7 Zflin, BEED
BISICE57APLI T 5 v + 7 4+ — A, APL% FGHE 2> %K1 12 B %
mAPLERY—EXR

rﬂ_'ﬁ“ﬂf 7R APIOKE « N—Y a v T v P st ~
REBEDO-DDAPLI 7 7 v b 7 4+ — L DB - EEXIS

! APIER - &
L APTHAA195 9— 1 52 N | |

*— 3 2 BH sEm  —
© 2018 OGIS-RI Co., Ltd. 2018/6/14 Interop Tokyo 2018 EE-12 41

$F APIBIRZ S v Y

& ~PI75uRTA-L




© 2018 OGIS-RI Co., Ltd.

= Yall.)

2018/6/14 Interop Tokyo 2018 EE-12

42



= Yall. )

O F—7APIZRMET 57813, APIE

WMWELE-TWES,

O APLE#ERE R T LIE, 1 —Y—F85E
HE L L. ldentity Platform 2#E£9 5 Z & ICfile Ly,

OAuth 2.0 DEEE(LIREF

[ RY (ST D

5

T LDEIRD

E TV RBADOKERE

O OpenlD Connect, SAML & L > 7= IDEE DIZAER WM Z .

L CWL < M‘gﬁﬁ‘% %o

O %# Tl ThemiStruct Identity Platform 2% - 126t L
APIL *‘Enbn VXT!A @*ﬁﬁ——ZLﬁFﬁ

© 2018 OGIS-RI Co., Ltd.

2018/6/14 Interop Tokyo 2018 EE-12 43



© 2018 OGIS-RI Co., Ltd.

\\J

|
t{ 4

:I]]Hf

BHDhESITTNXUE

[

\ [iiﬁ:ﬁ\"ébﬁ%]
XSt F — 2 X

TEL: 03-6712-1201 / 06-6871-8054
mail: info@ogis-ri.co.jp

ThemiStruct 5.()(‘,]5-[{]

TIARZ7H

2018/6/14 Interop Tokyo 2018 EE-12

44



