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Assertion Framework for OAuth 2.0 Client Authentication and Authorization
Grants [RFC 7521]

JSON Web Token (JWT) Profile for OAuth 2.0 Client Authentication and
Authorization Grants [RFC 7523]

OAuth 2.0 Token Binding [OAUTB] [draft-ietf-oauth-token-binding-05]

OAuth 2.0 Mutual TLS Client Authentication and Certificate Bound Access
Tokens [MTLS] [draft-ietf-oauth-mtls-07]

O O O O O O O O
|

©® @ ® © O w i
|
o O O O O

© 2018 OGIS-RI Co., Ltd. 2018/7/11 T%&L. %4, [HHRAPIO AR ~X-TechBHRICI X 2 TH L REX[ vV b~] & 3IF— 35



APIEEDY U 1—>3> OAIEDFERLDEE(C

O XESINSFL WEIERADEREZE 4 D APl TESD 5 D (S FHH
O APIBEY Y a—arvaEo-EdhETEEANEICA > TLK

APLEHE
— PBRE Y AT L

\ —> APl #1
APIRIRE o APIEE —>  API#2
—>

7 Y

API #3

© 2018 OGIS-RI Co., Ltd. 2018/7/11 %00 R4, (EF 7R APIDOANEITiE ~X-TechBfRICI X 2 THELNEFL Vv b~ £ 3IF— 36



SRAPITRINE. &RAITDI L — R THBIBEIRU

O FAPI @ Profile |3&mAPImA 1T

O APIDEM T HHE8E. [BHRDOV R /2L TEZZTHINT S
‘ERDHD

O X%k, FAPI Profile B’&&(Ch 3 R/O Prof. | | R/W Prof.

LoA 3
Z: {%, %ﬁ , i 7z ci*iéﬂ/‘] iﬂjﬁi%’ L a7 —varvs/>d EQEI:E‘ Table 6-2 — Potential impact at each level of assu|ance ‘
P = . ey Potential impact of a thentltatmn
?ﬁj: ‘{ﬁ E/‘J TE% i 71’: ﬁ *Iﬂé F% D ﬁ 'f,E‘ Possible consequences of authentication failure ilure by
1 2 4
b B7ava Y ol © N = [ e g
iﬁﬂ.ﬁ f(‘) ﬁﬂfﬁ—ﬂﬂi D 7 a 7 7 A ~ 7 \:H: D % IJ %ﬁ ~D {E EIZEI‘ Inconvenience, distress or damage to standing or reputation Min* Mod High
— Financial loss or agency liability Min Mod Sub High
=) N > — N = S =
ﬁtl:ﬁ‘l‘ é ﬂ VC 72 73: Wt v T A 7 llﬁ qfli D ./LA\Eﬁ \ Harm to the organization, its programs or public interests N/A Min Mod High
T * Unauthorized release of sensitive information N/A Mod Sub High
A D ﬂ‘ e \ Personal safet N/A N/A Min Sub
- rer y Mod | High
E%: i f: 0j: ﬂ:IJ %:J: D ;‘L:II% Civil or criminal violations N/A Min Sub High
* Mm=Minimum; Mod=Moderate; Sub=Substantial: High=High.

51 7T: ITU-T Recommendation X.1254 Entity authentication assurance framework, p7 (20124£9H )
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